




Business Email Compromise 
Spear Phishing Attempt

Well researched

Well written

Undetectable by anti-virus and spam filters



Association of Financial Professionals 
Fraud Survey 

78% experienced some type of fraud attempt 

77% received a BEC phishing attempt 

48% of Targets took a loss 



FBI Statistics 

October 2013 – May 2018
U.S. Victims: 41,058
Losses: $2,935,161,457

International Victims: 2565
Losses $671,915.009



Wire Transfer Request 
Appears to come from an Executive 
 Email address spoofed

Sense of Urgency
 Urgent, Immediately, Important, Emergency, Disgruntled Client, Right 

Away

Request for Secrecy 

Unavailable
 Out of office/town, In meetings, Working from home, Extremely busy





Your Best Defense 
Procedures 
Dual control: Initiator & Authorizer 
Verification: specific forms, written signature, 

inperson/telephone confirmation
Established contact numbers 

Question the out of ordinary  
Source of request 
Individual making request 
Destination 
Amount 



Payment Redirection Fraud 
Request to update Vendor’s banking details

Account Rep changes w/o an introduction

Limited Contact Options
New phone number, dedicated email, account rep only

Invoice Anomalies 
Format change,  letterhead/logo changes

Email domain incorrect



Your Best Defense 

Independent Validation 
Established or public contact numbers

Vet unexpected account manager changes

Never accept request over the phone

Include payment details on remittance advices 



BEC Attempt Last Week



Reply Shows Fraudster’s Address



Counterfeit Cash

Seattle Secret Service Office confiscates about $1 
million in counterfeit per year

Educational Tools:  www.uscurrency.gov

http://www.uscurrency.gov/


Basic Detection 
Feel the paper 
should be slightly rough to the touch

Observe security features
Watermark
Color-shifting ink 
Security Thread 



If You Suspect a Counterfeit 
Do not put yourself in danger

Do not return the bill

Get description, license plate, car make/model if possible

Contact local Police or Secret Service Office

Minimize contact with bill 
Place in envelope, plastic bag

Surrender bill to Police or Secret Service 



Thank you

Questions?
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