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Why we did this review

The objective of this audit was
to assess the internal controls
associated with the
Purchasing Card Program to
ensure questionable
transactions are either
prevented or detected. An
ineffective internal control
environment could potentially
allow fraudulent or improper
transactions to occur.

Who we are

The Performance Audit
Operations Division was
established in 1971 to conduct
in-depth reviews of state
programs. The purpose of
these reviews is to determine if
programs are meeting their
goals and objectives; provide
measurements of program
results and effectiveness;
identify other means of
meeting goals; evaluate the
efficiency of resource
allocation; and assess
compliance with laws and
regulations.

Website: www.audits.state.ga.us
Phone: 404-657-5220
Fax: 404-656-7535

State Purchasing Card Program

The state’s Purchasing Card Program lacks
the internal controls necessary to safeguard
the Program from fraudulent and improper
purchases.

What we found

Our review found that: (1) DOAS has not established comprehensive
guidelines regarding agencies’ use of purchasing cards (p-cards) and
(2) that agencies have not implemented adequate internal controls
to identify and prevent the misuse of p-cards by their employees.
During our audit, we identified a number of employees who appear
to have used the state purchasing card for personal gain. Such
misuse includes purchasing Visa debit cards to pay personal loans,
purchasing gifts for themselves and co-workers, paying personal car
insurance premiums, and paying debt collection agencies. As a result
of our audit and subsequent investigation, four individuals from two
state colleges have been referred to the state’s Attorney General for
prosecution.

Overall, we found the following specific deficiencies in the
Purchasing Card Program:

A inadequate policies and procedures governing the use of p-
cards;

inadequate training provided to users of p-cards;
inadequate training of p-card approving officials;
p-cards issued to persons with little or no need for the cards;

p-cards not issued to/used by specific individuals;

x X X x x

p-card approving officials have an excessive number of p-
cards to review;

x

inappropriate persons designated as p-card approving
officials;



X poor record-keeping of property purchased with p-cards;
X lack of documentation/inadequate documentation of purchases; and,
X inadequate supervisory review of purchases.

To improve the level of internal controls over the state’s Purchasing Card Program, action needs to be
taken by both DOAS and state agencies. DOAS should develop a comprehensive procedures manual
describing the specific actions agencies should take to safeguard the use of p-cards from fraudulent and
improper purchases. In turn, each agency should designate an agency official responsible for ensuring
that the DOAS guidelines are complied with.
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Audit Purpose

The purpose of this audit was to assess the internal controls associated with the
Purchasing Card Program to ensure questionable transactions are either prevented
or detected. While purchasing cards provide state agencies and their employees a
more flexible and efficient method to purchase goods and services, there are risks
associated with their use. An ineffective internal control environment could
potentially allow fraudulent or improper transactions to occur. While the purpose of
this audit was not to identify specific fraudulent or improper transactions, we did
find several instances of these types of transactions.

Purchasing Cards in Georgia

The Purchasing Card Program, established by the Department of Administrative
Services in 1996, offers significant benefits to the state from reduced transaction
processing costs and increased flexibility to make small routine purchases.
Currently, DOAS contracts with the Bank of America Visa Purchasing Card Program
to provide card services. While DOAS administers the contract and manages the
overall state program, each participating agency is responsible for its own
purchasing card program.

There are currently 129 state agencies participating in Georgia’s Purchasing Card
Program. The Program provides a Visa credit card to authorized employees who use
the p-card to make a variety of purchases. After each monthly billing cycle, state
agencies pay Bank of America directly for transactions made by their cardholders. As
shown in Exhibit 1, Georgia’s Purchasing Card Program has grown dramatically
since its origination. The Appendix of the report provides a variety of statistics, such
as the top vendors and top state agencies, regarding the Purchasing Card Program.

One of the primary benefits of the p-card is to reduce administrative costs by
simplifying small-dollar purchases. A 1994 study conducted for the Federal Office of
Management and Budget found that purchases made with purchasing cards versus
purchase orders generated 60% less administrative costs. DOAS estimates that it
costs an average of $140 to process a purchase order, compared to an average
administrative cost of $40 for each purchase made with a purchasing card.
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Exhibit 1
Purchasing Card Utilization Trends

$350,000,000
$300,000,000
$250,000,000
$200,000,000

150,000,000

$
$100,000,000

Purchase Volume

$50,000,000

$0

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006

1,400,000

© 1200000

S

3 1,000,000

S

Z 800,00

2

S 600,000

&

2

§ 400000

F 200,000
0

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006

©

Q

>

(]

0

(%2}

©

5]

O

-

5

S

9]

Q0

1S

>

=

0
1997 1998 1999 2000 2001 2002 2003 2004 2005 2006

Source: Bank of America

In addition to reduced administrative costs, the state receives a rebate from Bank of
America on purchases made with the p-card. Since the Program’s implementation,
the state has received over $11.5 million in rebates. Prior to fiscal year 2004, DOAS
distributed rebate revenue to participating state agencies while retaining 15% for
Program management. During fiscal years 2004 and 2005, the entire rebate was
remitted to the state’s general fund; beginning in fiscal year 2006 DOAS retained all
of the rebate revenue. Exhibit 2 shows the annual rebate since fiscal year 2000.
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Exhibit 2
Rebate Revenue

Year Rebate' Retained by
2000 $193,000 Participating Agencies
2001 $408,000 Participating Agencies”
2002 $995,000 Participating Agencies”
2003 $1,300,000 Participating Agencies”
2004 $1,600,000 General Fund
2005 $2,800,000 General Fund
2006 $4,300,000 DOAS®
Notes:

1. The amounts have been rounded.

2. 15% of the rebate was retained by DOAS for Program management.

3. Approximately $780,000 was distributed to 11 participating non-state
government agencies (local governments, boards and authorities).

Source: DOAS

Internal Controls

Effective p-card programs have strong internal control structures. Maintaining
adequate control of purchases made with the p-card is important to ensure that
purchases are necessary, appropriate, and at the best possible price. As shown in
Exhibit 3, oversight of purchases made with a p-card takes place after the purchase
has been made, as opposed to the traditional purchase order where the oversight
occurs prior to the purchase.

Exhibit 3
Purchasing Card vs Purchase Order Process
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The p-card purchasing process has two distinct levels of internal controls. The first
level of controls is related to the p-card itself (such as transaction limits) and the
second level of controls is the oversight and review process. Each of these control
areas is discussed on the following pages.

Internal controls related to the P-card

Dollar Limits For Individual Transactions. Agencies designate the maximum
dollar amount allowed for each cardholder to spend on individual purchases.
The typical spending limit for the state’s Program is $2,500. Cardholder limits
should be aligned with the actual purchasing needs to minimize financial
exposure. Each agency’s purchasing card coordinator may temporarily increase a
cardholder’s limit to accommodate a one-time purchase in excess of the
established limits.

Limits On The Total Dollars Spent Per Billing Cycle. This limit allows agencies
to designate the total amount an employee can spend during the monthly billing
cycle. The typical monthly spending limit for the state’s Program is $5,000.
Again, this limit should be aligned with each cardholder’s purchasing needs.

Blocks On Particular Merchant Types. All vendors have a specific Merchant
Category Code (MCC) which classifies them by type of business and any
attempted use with unauthorized MCC vendors will result in the transaction
being declined at the point of purchase. For example, the MCC for grocery
stores (5411) indicates that they are an authorized merchant, while the MCC for
package stores (5921) indicates that they are an unauthorized merchant. Cards
are activated for use with specific MCC’s designated by DOAS, but agencies can
request that some or all of the restrictions be removed for certain cardholders.

Cards are issued to specific individuals . Industry best practices require that p-
cards be issued in the name of specific individuals rather than with generic
agency names or department names. This practice can help ensure that cards are
given only to those individuals who need them, who have been trained in how to
properly use them, and who have signed documentation attesting that they
understand the organization’s policy related to the proper use of the p-card.
Additionally, by issuing cards to specific individuals, organizations limit their
financial exposure by limiting the number of people with access to credit card
information.

Internal controls related to oversight and review process

Managerial Review. According to the President’s Council on Integrity and
Efficiency, “the most important internal control is the monthly review of the
cardholder’s statement by the approving official.” The approving official/manager
is responsible for ensuring that all purchases made by the cardholder are
appropriate and that the charges are accurate. Such a process should involve the
timely review of monthly statements and supporting documentation such as
detailed receipts. To facilitate this process, many state agencies utilize the
online p-card management system called Works. Through Works, approving
officials can view cardholders’ charges online within one day of a transaction and
register their approval or denial of the charge.
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e Analysis Of Transaction Data. Agencies should routinely analyze electronic
transaction data to ensure that purchasing policies and procedures are being
followed. Software programs are available to identify policy exceptions such as
split transactions — multiple transactions designed to circumvent card limits -
over-limit purchases, unusual transaction patterns, use of non-standard vendors
for standard purchases, and even-dollar transactions. Examples of commonly
used reports include the following.

0 Account Activity Reports - Such reports can provide details on each
transaction such as transaction date, merchant name, and dollar
amount. These reports can be used to sort transactions by dollar
amount, merchant, date or type and can be useful for identifying
suspicious merchants, unusually high spending patterns, or untimely
purchases.

0 Declined Authorizations Report — This report identifies cardholders
who have attempted to use a card to make a purchase for which they
are not authorized, that exceeds their single-purchase limits, that
exceeds their monthly purchase limit, or from a merchant that has a
blocked MCC (Merchant Category Code).

0 Disputes Report - This report identifies date, merchant, reason code,
dollar amount, and status of each dispute filed by a cardholder.
Reviewing the report would identify cardholders with excessive
disputes which could indicate that a cardholder needs additional
training or that he may be trying to disguise misuse or fraudulent
activity.

0 Unusual Spending Activity Report — Based on a variety of criteria,
this report identifies transactions which may warrant further
review.

0 Lost/Stolen Card Report — This report identifies cards that have
been reported lost or stolen. It may be reviewed to identify
cardholders who have repeatedly reported their cards missing. This
may be an indicator that the cardholder needs to secure his card or
that the cardholder is attempting to disguise misuse or fraudulent
activity by denying the charges.

e Recurring Audit Processes To Evaluate Compliance With Program Policies and
Requirements. Regular audits, including reviews of monthly statements and
supporting documentation (receipts) and managerial reviews, can identify
instances in which policies and procedures are inadequately followed and can
help identify possible card misuse.

e Meaningful and Enforced Policies Governing Consequences For Misuse.
Consequences for misuse must be real, known, and enforced. Any misuse of a p-
card should be treated as a violation, and proven use of a p-card for personal
purchases should be considered an act of theft. The cardholder found to have
misused the p-card should be prosecuted, and the prosecution should be
publicized. The likelihood of discovery and punishment for theft is a significant
fraud deterrent.




State Purchasing Card Program 6

Audit Scope and Methodology

This audit was conducted in accordance with generally accepted government
auditing standards for performance audits. In conducting this project, the audit team
researched applicable laws and regulations and interviewed key personnel in the
Department of Administrative Services, Bank of America, and in other select state
agencies, technical institutes, and colleges and universities participating in the
Purchasing Card Program. The evaluation methodology included reviews of
purchasing card transaction data provided by Bank of America and documentation of
the transactions (such as monthly statements and receipts,) maintained at a sample
of seven participating state agencies, technical institutes, and colleges and
universities. The state agencies included in our review were the Department of
Human Resources (DHR), the Department of Natural Resources (DNR), the
Department of Public Safety (DPS), the Forestry Commission, the Georgia Institute
of Technology (Ga Tech), Georgia Perimeter College, and Moultrie Technical
College. These agencies were chosen based on a variety of factors (such as the
volume of transactions and the number of cardholders) and represent a cross-section
of state government. The team also reviewed publications of federal agencies and
other states’ purchasing card programs to review examples of successful programs
that maximize benefits while reducing risks.

This report has been discussed with appropriate personnel representing the
Department of Administrative Services and the state agencies included in our review.
A draft copy was provided for their review and they were invited to provide a
written response, including any areas in which they plan to take corrective action.
Pertinent responses from both DOAS and the state agencies are included at the end
of the report.
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Findings and Recommendations

Significant weaknesses in p-card internal controls make agencies vulnerable to
fraudulent and improper purchases and to inefficient purchasing actions.

While the use of a well-controlled p-card program is a useful tool in streamlining the
state’s acquisition processes and providing agencies flexibility to make small and
routine purchases, we found ineffective management oversight and internal control
over p-card use. While stringent controls within a purchasing card program ensure
charges are reasonable, in accordance with organizational policies, and properly
recorded, a weak overall control environment and subsequent breakdowns in
internal control leave agencies vulnerable to fraudulent and improper purchases.

As part of our audit, we reviewed a sample of p-card transactions at DHR, DNR,
DPS, the Forestry Commission, Ga Tech, Perimeter College, and Moultrie Technical
College. The review was a “snapshot” of each entity’s p-card procedures and was not
an overall evaluation of each entity’s internal control structure. The types of internal
control problems that were identified during our review are listed below. (It should
be noted that we did not find each of the problems at each entity.)

X inadequate policies and procedures governing the use of p-cards;
inadequate training provided to users of p-cards;

inadequate training of p-card approving officials;

p-cards issued to persons with little or no need for the cards;

p-cards not issued to/used by specific individuals;

X X X x x

p-card approving officials have an excessive number of p-cards to
review;

inappropriate persons designated as p-card approving officials;

poor record-keeping of property purchased with p-cards;

x x X

lack of documentation/inadequate documentation of purchases; and,
X inadequate supervisory review of purchases.

Each of these areas is discussed in more detail on the following pages.
Inadequate policies and procedures governing the use of p-cards

DOAS Purchasing Card Program policies provide only broad guidance to state
agencies for implementation of their own purchasing card policies and procedures.
While all seven of the state agencies reviewed during the audit had their own
purchasing card policies, the policies of two of the agencies failed to identify
appropriate oversight officials and clearly delineate oversight responsibilities.

e Ga Tech’s policies do not indicate that an approving official should be of
adequate rank.



State Purchasing Card Program 8

e The policies developed by Georgia Perimeter College do not define who
should be designated as approving officials or what are considered to be
acceptable approval practices. As a result, 95 of 274 cardholders (35%) are
designated as their own approvers and, when transactions are reviewed by
approving officials, receipts detailing what was purchased are typically not
included in the review.

Inadequate training provided to users of p-cards

Only four of the seven state agencies reviewed provide training for cardholders prior
to the issuance of p-cards. Purchasing industry best practices specify that well-
managed p-card programs provide formal training for cardholders. Some type of
routine refresher training should also be provided to ensure that cardholders
remember the policies and procedures and to provide them with updated
information. Three of the seven agencies we reviewed (DPS, Forestry Commission,
and Perimeter College) do not provide formal training for their cardholders and none
provides refresher training.

Inadequate training of p-card approving officials

Although purchasing industry best practices state that well-managed purchasing
card programs provide formal training for approving officials only one of the state
agencies reviewed (DPS) provides this training. Without formal training there is no
assurance that approving officials understand cardholder responsibilities, as well as
proper management, control, and oversight tools and techniques. It should be noted
that DOAS does not have any requirements related to training for approving officials.
For example, In one department at Ga Tech, there was confusion as to who was
actually responsible for reviewing and approving transactions. Cardholders and
their managers were unaware that the department’s policy had changed regarding
approval personnel. Consequently, a cardholder’s designated approver had failed to
request purchasing card documentation for over a year, resulting in the cardholder’s
transactions not being reviewed for that time period.

P-cards issued to persons with little or no need for the cards

In reviewing statewide p-card transaction data, we found 1,176 cardholders who had
not used their card in over a year including 811 cardholders who had not used their
card for over 3 years. We also found an additional 1,330 cardholders who had used
their card only 1 to 3 times in the prior year (during fiscal year 2007). As shown in
Exhibit 4 on the next page, five of the seven state agencies reviewed have a
significant number of cards that are rarely used or not used at all. It is notable that
only one of the seven state agencies reviewed, Moultrie Technical College, routinely
reviews p-card usage to identify cards with minimal activity that should be
cancelled.
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Exhibit 4
Card Usage
# Seldom Used
State Entity # Open Cards # Inactive (_Zards Cards
As of 8/1/2007 0 transactions 3orless
transactions
Dept of Human Resources 384 44 (12%) 29 (8%)
Dept of Natural Resources 854 29 (3%) 47 (6%)
Dept of Public Safety 186 28 (15%) 4 (2%)
Forestry Commission 357 9 (3%) 14 (4%)
Ga Inst of Technology 1946 120 (6%) 149 (8%)
Ga Perimeter College 258 48 (19%) 32 (12%)
Moultrie Technical College 39 3 (8%) 0 (0%)
Source: Bank of America

Purchasing industry best practices specify that agencies should be selective in
issuing cards. A proliferation of cardholders increases agencies’ financial exposure
and makes it difficult for them to maintain effective internal controls. Each
employee’s need for a purchasing card should be reviewed both prior to issuance and
after issuance to determine if the need continues. For example, routine reviews of
card activity should be conducted to identify cards that are seldom used;
consideration should then be given to cancelling these cards. It should be noted that
the United States Government Accountability Office (GAO) has suggested that
federal agencies review p-card usage to identify unneeded p-cards. After some
federal agencies implemented this suggestion, the number of p-cards in federal
government substantially decreased.

P-cards not issued to/used by specific individuals

We noted two concerns with p-cards not issued to or used by specific individuals.
The first is that one of the seven state agencies reviewed issues cards with generic
organizational names and allows multiple individuals to use each card. The second
issue is that four of the seven agencies reviewed issue cards to specific individuals
but commonly allow other individuals to use these cards. Industry standards
suggest that cards be issued to and used by specific individuals who have received
training and have signed agreements stating that they understand p-card policies
regarding appropriate card use. It is also important to follow this practice so that all
purchases can easily be traced to the individual who made them. Through its
contract with DOAS, Bank of America agrees to repay the state up to $100,000 for
each occurrence of card misuse. However, this repayment will be made only if the
employee who misused the card is identified and terminated.

e As of April 2007, 140 (81%) of DPS’s 172 p-cards were issued with generic
organizational names, such as “GSP Garage” and “GSP Aircraft,” rather than
with specific employee names. These cards are kept in desks, filing cabinets,
etc. to be used by various personnel. DPS was unable to provide us with a
list of personnel responsible for the purchasing cards. This practice makes it
difficult to identify who has made particular purchases, which is particularly
problematic for inappropriate purchases.
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e At Ga Tech, DNR, and DHR, it was evident that persons other than the
designated cardholder had access to and were using purchasing cards. Such
practices increase the risk of card misuse and decrease the likelihood that
persons misusing cards can be identified.

P-card approving officials have an excessive number of p-cards to review

Four of the seven state agencies reviewed were found to have designated approving
officials who were responsible for reviewing transactions for more cardholders than
are considered to be manageable by industry standards. To adequately perform their
oversight responsibilities, the federal Department of Defense suggests that an
approving official review no more than five to seven cardholders. DOAS has not
defined an acceptable span of control. As described in the following example, an
unmanageable span of control can lead to a breakdown in the approval process.

e At Ga Tech we found one person who was responsible for reviewing and
approving the purchases for 116 cards. Not only is it unlikely that one person
could conduct a meaningful review of purchases made by so many people, it
is also unlikely that the approver could have an intimate enough knowledge
of these cardholders’ jobs to understand what purchases are appropriate and
needed. We reviewed purchasing card documentation within this
department and found that 5 of the 18 files reviewed (28%) had missing
receipts.

e At the Forestry Commission, approval officers are generally district foresters
and district rangers. The majority of these approval officers (16 of 20) are
responsible for more than 10 cards, with six being responsible for 20 or more
cards. Commission staff acknowledged that some approval officers may be
too busy to review all packets and, thus, will have their administrative
assistants perform the reviews.

Inappropriate persons designated as p-card approving officials

Five of the seven state agencies reviewed in this audit had inappropriate persons
designated as approving officials. Industry best practices suggest that approving
officials be sufficiently independent and of sufficient rank to question the
cardholders when additional information is needed about specific transactions.
Approving officials should also have firsthand knowledge of the type of products and
services purchased by the cardholder. DOAS does not require state agencies
participating in the Purchasing Card Program to ensure that approving officials meet
these criteria. Listed below are some of the most egregious examples we found of
inappropriate approving official designations.

e Ninety-five of the 274 cardholders (35%) at Perimeter College are designated
as their own approving official. According to industry best practices, all
persons, regardless of their position, should have someone else reviewing
and/or approving their purchases. The approver should have a position of
authority over the purchaser.

e  Three of the four departments reviewed at Ga Tech designate administrative
personnel as approving officials. These departments include the Office of
Information Technology (OIT), the Chemistry and Biochemistry Department
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(Chemistry), and the Electrical and Computer Engineering Department
(ECE). In the two academic departments reviewed, Chemistry and ECE, a
large number of cards, 57 of 116 (49%) and 79 of 148 (53%), respectively, are
held by professors, provosts, and school chairs. Approving officials within
these departments are typically not of sufficient rank to question such
cardholders’ purchases. In addition, 11 of 17 approving officials (65%) in OIT,
ECE, and Chemistry were responsible for more than 10 cards (ranging from
12 cards to 116 cards). Since these cards are held by employees in a variety of
positions, approving officials in these departments may lack firsthand
knowledge of the types of products and services necessary for the cardholder
to perform their job duties.

e At DPS, captains and lieutenants are the designated approving officials for
all field offices within their region. It may be difficult for captains and
lieutenants to have firsthand knowledge of the appropriateness and need for
all small-dollar transactions made at multiple field offices.

Poor record-keeping of property purchased with p-cards

We noted concerns with both accountable and pilferable property purchased
with p-cards. Accountable property is property that is required to be recorded in
asset inventories. The dollar values for accountable property is single items
costing more than $1,000 for state agencies and $3,000 for colleges and
universities. Pilferable property is property that is valued less than accountable
property but is easily stolen, such as laptop computers and digital cameras. All of
the state agencies we reviewed prohibit cardholders from purchasing
accountable items with p-cards. The U.S. GAO suggests that pilferable items
should also be included in property records to help assure financial control over
these assets and to deter theft or improper use of government property. The
following examples illustrate accountable property purchased with p-cards that
were not, but should have been recorded in property records, and examples of p-
cards used to purchase pilferable property.

e Although DHR policies prohibit p-cards from being used to purchase
equipment costing more than $1,000, a $1,700 china cabinet was purchased
with a p-card to furnish a DHR group home. DHR personnel stated that this
item was not recorded in property records because it was incorrectly
purchased with a p-card rather than with a purchase order. The
Procurement Office was unaware of this property until our inquiry.

e Although Ga Tech policies prohibit p-cards from being used to purchase
equipment costing more than $3,000, we reviewed a sample of p-card
transactions and found that a $4,500 industrial vacuum and two $3,260
laptop computers were purchased with p-cards. According to the Capital
Asset Accounting Department, such items are unlikely to be recorded
because the inventory system is not linked to the p-card process. The
current system requires the cardholder or the cardholder’s p-card
Coordinator to enter accountable items purchased with a p-card into the
Capital Asset System.

e Detailed transaction data provided by Office Depot revealed that state
agencies commonly purchase pilferable items such as gift certificates,
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computer equipment, and digital cameras with p-cards. From July 1, 2006
through May 15, 2007, state agencies used p-cards to purchase 29 laptop
computers costing a total of more than $30,000, 83 digital cameras and
camcorders costing a total of more than $16,000, and 28 gift certificates
costing a total of more than $2,500. None of the state agencies reviewed
require that such items be recorded in property records.

Lack of documentation/inadequate documentation of purchases

At five of the seven state agencies reviewed, we found that a significant percentage of
files lacked documentation supporting or explaining purchases. DOAS policies and
most state agency policies require that cardholders document the purchase and
receipt of all acquired goods and services. The documentation should clearly identify
what was purchased, from where, and by whom. The following examples provide
details of some of the problems we identified.

e At Perimeter College, 15 of 60 monthly cardholder packages (25%), which
should include Bank of America statements and related receipts, were
missing. In addition, of the packages that were available for review, 12 of 45
(27%) were missing receipts. The central procurement office, responsible for
compiling and reviewing these packages, now requires that all packages and
receipts be submitted. If such packages are not submitted for two
consecutive months, the individual’s purchasing card will be suspended

e Approximately 20% (16) of 81 monthly purchasing card packets reviewed at
four Ga Tech departments (OIT, Chemistry, ECE, and Housing) had missing
receipts.

e During our review of a sample of files

at the seven state entities included in
our audit, we noted that receipts were
submitted that only showed the total
expenditure and failed to clearly
identify what was purchased. As
shown in Exhibit 5, a $2,860 UPS
Store receipt was submitted and
approved that showed only the total
expenditure amount. We obtained
detailed transaction information from
UPS and found that the purchase
involved 27 $100 American Express
gift cards.

Gift cards were purchased by
Perimeter College personnel and
given to other employees or students
to buy supplies for official events.
Receipts detailing items purchased
with these gift cards were never
submitted by Perimeter College
cardholders in  their =~ monthly
purchasing card packages. In

Exhibit 5

‘he UPS Store - #2236
41¢y Ashford Lunwoody Rd
Suite A
Atlanta, GA 30338
(770) 804-8833
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We are ihe one stop for all your
shipping, postal and business needs.

BUSTNESS HOURS :MON. - (HUR. 6.30AM TO™ 7.00PH
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VISA  $2560.65

AUTUUNT NUMBER bRkt kk8310

RECETPI U BH322911839252926136 U??pl TEMS
I'SH: RAJ TRAN: 2923 REG: UU']A

WE U0 DIGLIAL COLOR PRINTING.
THANK YOU. Please come back again soon.

Whatever your business and personal
needs, we are here to serve you.

Source: GA Tech
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addition, Perimeter College cardholders rarely maintained documentation of
to whom the gift cards were given.

Inadequate supervisory review of purchases

At six of the seven state agencies reviewed, evidence that approving officials
reviewed and approved transactions was missing for 35% (181) of 517 files reviewed.
The remaining state agency was unable to provide a list of assigned approving
officials. As a result, we were unable to analyze their transactions to determine if
they were appropriately approved. Additionally, even when there was evidence that
approving officials approved a transaction, for three of the state agencies there was
no assurance that they reviewed enough documentation to reasonably determine
that the purchases were appropriate.

According to the President’s Council on Integrity and Efficiency, “the approving
official’s review is the most essential management element in the purchase card
control system.” This is because the designated approving official is responsible for
ensuring that all purchases made by the cardholder are appropriate and that the
charges are accurate. Approving officials should be held accountable for performing
adequate, timely reviews as part of their job performance and should be held
accountable for cardholder abuse when inadequate reviews were a contributing
factor.

e Twenty percent (12) of the 60 files reviewed at Perimeter College lacked
evidence of managerial approval. The office responsible for oversight of the
purchasing card program had never reviewed readily available information to
identify whether or not purchases had been approved.

e Approving officials at Perimeter College are not required to review and sign
paper documentation indicating their approval. Instead, these approving
officials review transaction information online through the WORKS system
and register their approval through the system. The transaction information
on WORKS that is reviewed by approving officials only shows the vendor,
date of purchase, and the total amount of purchase. This information does
not show what was purchased.

e A quarter of the files reviewed (62 of 245) at DHR lacked evidence that the
designated approval official approved p-card transactions. We found that
49 of the 245 purchasing card packages reviewed had a signature of someone
other than the designated approver; the remaining packages lacked any
approval signature. It should be noted that at the time of our audit the
central office that reviews monthly purchasing card packages to ensure that
departments are appropriately following policies and procedures did not
review whether or not the packages were approved by assigned approving
officials. In fact, they could not provide us with a complete list of approving
officials.

e At DNR, there is no evidence that cardholders’ immediate supervisors review
and/or approve purchases. Cardholders submit their monthly statement and
receipts to the Administrative Office Coordinator (AOC) of their
division/location, who is generally the office manager. The AOCs review
documentation to ensure that all receipts are present and that purchases are
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appropriate. The AOCs then combine all transactions for their location onto
an electronic spreadsheet that is forwarded via e-mail to regional offices and
to DNR’s p-card Program Administrator. The reviews conducted by regional
office directors are limited to the electronic spreadsheet which does not
contain details of items purchased.

Although state agencies’ use of p-cards undoubtedly provides significant benefits to
the state, both DOAS and state agencies should improve the management of the
program to provide reasonable assurance that adequate internal controls against
fraudulent and improper purchases are implemented. These adequate internal
controls should include the following:

\/

DOAS should establish minimum policies and procedures that all
participating state agencies, technical institutes, and colleges and
universities would be required to implement.

DOAS should routinely review each participating state agency’s purchasing
card program to ensure that the programs have implemented adequate
controls.

DOAS and state agencies should routinely review detailed electronic
purchasing card transaction data, when available (not all vendors provide
detailed electronic transaction data), to help identify mismanagement and
potential fraud and abuse.

DOAS should consider allocating all or a portion of the rebate revenue
received from Bank of America to help improve the management of state
agencies’ purchasing card programs.

DOAS and state agencies should require documentation of purchases to be
provided by cardholders and reviewed by approving officials.  Such
documentation should include receipts detailing the items purchased, proof
of delivery/receipt when items have been ordered, and inventory numbers
when pilferable small value items such as digital cameras have been
purchased.

DOAS and state agencies should require documentation when gifts and/or
prizes are purchased. Such documentation should include the authorization
for the purchase, the name of the recipient, and the signature of recipient.

DOAS and state agencies should ensure appropriate job responsibilities of
approving officials. ~ Procurement industry best practices require that
approving officials be sufficiently independent and of sufficient rank to
question the cardholders when additional information is needed about
specific transactions.  Approving officials should also have firsthand
knowledge of the type of products and services purchased by the cardholder.
The Commonwealth of Virginia, for example, requires agencies to document
the procedures that will be used to ensure proper internal controls and
accountability in the absence of monthly supervisory review when
purchasing cards are issued to high-level administrators.
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v

DOAS and state agencies should define the maximum span of control for
approving officials. The number of cardholders an approving official reviews
should be manageable.

DOAS and state agencies should require training programs for both
cardholders and approving officials.

DOAS and state agencies should require reviews of cardholders’ need for
purchasing cards. Agencies should at least annually review purchasing card
usage to identify inactive cards. To reduce liability, these cards should be
cancelled. In addition, cardholders with more than one card issued in their
name should have an annual review of the need for multiple cards.

DOAS and state agencies should limit authorized use of the purchasing card
to the person whose name appears on the face of the card. The purchasing
card policies and procedures for the Commonwealth of Virginia require a
cardholder’s privileges to be revoked for a minimum of three months if a
cardholder knowingly allows another person to use the card.

DOAS and state agencies should mandate that all purchasing cards be issued
to a specific individual.

DOAS should prohibit college and university foundations from participating
in the state’s p-card program. College and university foundations are not
considered state agencies, have separate bank accounts from the college or
university, and are not required to follow the state’s business practices
concerning travel, food, and entertainment expenditures. In order to limit
the potential for fraud and abuse and to meet the public’s expectation for
what the state’s p-card is used for, use of the state’s p-card should be limited
to state agencies.
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Due to DOAS and state agencies not establishing a strong internal control
environment regarding purchasing cards, fraudulent and improper purchases
have occurred.

While we reviewed many purchases that were appropriate, we did note fraudulent
and improper purchases. These are discussed in more detail below.

Fraudulent purchases - include purchases made by cardholders that were
unauthorized and intended for personal use. It should be noted that our
investigation into these matters is complete and all cases of fraudulent p-card
purchases that were discovered have been referred to the state’s Attorney General for
prosecution.

A Cardholder 1 (Ga Tech) - made a total of approximately $40,000 in
suspected fraudulent purchases with the p-card. These purchases included,
but were not limited to:

= $13,000 in American Express gift cards and Visa debit cards
purchased from the UPS Store and CVS.

= $5,700 in Wal-Mart gift cards.

= A $1300 diamond band purchased from Amazon.com and
shipped directly to the cardholder at her business address. (The
documentation of this fraudulent transaction is shown in
Exhibit 6 on the following page.)

U

$4,000 for laptop computers and digital cameras purchased (for
personal use) from Amazon.com.

A $270 repair for the cardholder’s sister’s car.
$900 in payments to debt collection agencies.

$3,300 in payments for her son’s car insurance.

R

$3,350 in payments to Cingular for her personal account as well
as for her son’s account.

The cardholder admitted in writing to making fraudulent purchases. She
stated that she had not submitted her receipts and monthly credit card
statements for the past year and a half. It was not until we requested her
documentation that she submitted these packages to who she thought was
her designated approving official. That person then signed, but did not date,
all of the statements implying that the purchases had actually been reviewed.
It should be noted that this employee had not been the cardholder’s
designated approving official for the past year. According to Ga Tech
personnel, the department’s policy changed “sometime during the summer of
2006” requiring the cardholder’s direct supervisor to review the packages. It
was not apparent that the cardholder, the cardholder’s direct supervisor, or
the previous approving official was aware of this policy change. This total
disregard for approval responsibilities led to long-term and extensive card
misuse.
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It should be noted that Ga Tech has a disciplinary policy for p-card misuse in
place, and when Ga Tech was notified of the fraudulent activity the
employee was terminated immediately.

Exhibit 6: Diamond Ring Purchased by Cardholder 1
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X Cardholder 2 (Perimeter College) — made a total of approximately $13,600 in
suspected fraudulent purchases with the p-card. These purchases included
but were not limited to:

= $4,500 for 16 Visa debit cards purchased from a shopping mall.
These cards were used to make car payments through Western
Union, to pay electric bills for a personal account and to
purchase items such as groceries, women’s clothing, and
manicures. Documentation associated with one of the four car
payments is shown in Exhibit 7 on the following page.

= $9,180 for 33 Wal-Mart gift cards. The cardholder did not
maintain documentation of who received these gift cards or
what was purchased with them. We obtained information from
Wal-Mart detailing items purchased with these gift cards and
found that they typically included household cleaning supplies,
groceries, clothing, and fuel.

The cardholder admitted that she had used gift cards for personal reasons,
such as to make a car payment, and that she had secretly repaid the college.
It should be noted we did not find a record of her repayment to Perimeter
College. She also stated that many gift cards were given to her by her
supervisor for various reasons such as holiday and birthday presents as well
as for per diem and overtime pay. The cardholder’s supervisor
acknowledged that she had allowed the cardholder to retain some of the gift
cards for personal use and that she had not received authorization to take
such action.

Many of these suspected fraudulent purchases were allowed to occur
because the cardholder was never required to submit documentation of what
items were bought with gift cards that were purchased for supplies or who
received gift cards that were purchased as prizes. For example, as shown in
Exhibit 7, the cardholder purchased a $250 gift card from a local shopping
mall owned by Simon Property Group, Inc. and noted on the receipt that the
card would be used as a prize for an essay contest. We obtained data
detailing items purchased with that gift card from Simon Property Group,
Inc. and found, as shown in Exhibit 7, that the gift card was used to make a
$212 transaction with Drive Financial, LP. Drive Financial confirmed that
this transaction was for a car payment made by the cardholder.
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X Cardholder 3 (Perimeter College) — made a total of $2,340 in suspected
fraudulent purchases with the p-card. These purchases included:

= $2,000 for four Visa debit cards purchased on one day.
That same day, all four cards were used by the cardholder
to make car payments. Documentation associated with
one of these transactions is shown in Exhibit 8.

= $340 Visa debit card purchased and used by the
cardholder to reserve a room at a hotel in Hawaii for a
personal vacation. Documentation associated with this
transaction is shown in Exhibit 9.

This cardholder stated that she bought herself these debit cards as
reimbursement for mileage expenses because she did not know how to file
for reimbursement using the required employee travel expense statement,
even though in previous years she had submitted travel reimbursement
forms. She did not maintain documentation supporting the validity of this
mileage reimbursement. It should be noted that for the year prior to these
transactions, the average reimbursement rate was $0.465 per mile. At this
reimbursement rate, she would have had to have driven over 5,000 miles to
have earned the $2,340 reimbursement. In comparison, a Student Life
Director from another Perimeter College campus stated that he drives a
maximum of 200 miles per year for business related travel.
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X Cardholder 4 (Perimeter College) — made a total of approximately $470 in
suspected fraudulent purchases with the p-card. These purchases included:

= $100 gift certificate to Nordstrom and a $209.95 gift certificate
to Spa Sydell. Documentation associated with these purchases
is shown in Exhibits 10-11.

= The cardholder also purchased three necklaces from Red
Envelope.com totaling $162. Documentation associated with
this purchase is shown in Exhibit 12.

When questioned about the purchases to Nordstrom and to Spa Sydell, the
cardholder admitted that she purchased them for herself. She said that she
was instructed by her Student Government Association to buy these gifts
using student activity fees. She could not, however, provide proof of such
instructions. The cardholder also explained that she purchased the necklaces
as Christmas gifts for two of her employees and for herself. She admitted
that she had not received specific approval for these purchases.
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Exhibit 10
Cardholder 4: Gift #1

From: orders@nordstrom.com
Sent: Wednesday. December 06, 2006 5:02 PM

To: IEEEEROPC.edu
Subject: Your Nordstrom.com Order Request Has Been Received

NORDSTROM

»

To make sure you continue to recelive our e-mails in your Inbox (not sent to

add orders@nordstrom.com to your address book.

sl "™
for ing

shopping at Nordstrom.com!

separate boxes, with no additional shipping charges.

Your order number is: 94065095

pear N — ardholder’

We are working to fulfill your order and will update you via e-mail as we process
your items. Please note that orders with muiltiple items may be shipped in

Order Summary
Order Date: 12/6/2006 1:54:00 PM Billing Add
Order Number: 94065095

Cardholder’s E-mai
Address

bulk or junk folders), please

design as shown
$100

Message: THANK YOU

—

Shipping Method: Standard Shipping Shipping Addre:

Item pescription Qty Price Status

99724 Nordstrom Classic Gift Card 1 $100.00 Arrives in 5-8 business days.

Recipient: 404-723-5654
To: I Cardholder’s Name
From: SGA

Helpful Links: Order Subtotal ~ $100.00
Shipping Methods & Charges Estimated Sales Tax $0.00
Free Exchanges, Easy Returns Shipping Charges $0.00

Customer Service

Order Total ~ $100.00
Visa ¢ $100.00

Source: Georgia Perimeter College
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Exhibit 11
Cardholder 4: Gift #2

From: support [support@spasydell.com]
Sent: Wednesday, December 06, 2006 4:45 PM
To:

se Confirmation -

Cardholder’s E-mai
Address

========= GENERAL INFORMATION ========= S

Subject:

Spa Sydell Customer Rece

This is a test'message header

Merchant : Spa Sydell
Date/Time : 06-Dec-2006 04:45:05 PM

Invoice : Sydell-27410
Description : Gift certificate # CYEAIWLA Gift certificate # BMYJS87G Amount : 209.95
(USD) Payment Method : Visa

==== BILLING INFORMATION ===
Customer ID : 26165

First Name :-
Last Name :

Company :
Address : EESENGTENESNES Cardholder’s Name
City and Work Address

State/Province : GA
Zip/Postal Code : 30012
Country : US

Phone : 770-278-1339 —
Fax :

E-Mail R pC.edu

==== SHIPPING INFORMATION ===
First Name :

Last vene NN
Company :
Address :
City :
State/Province : GA
2ip/Postal Code : 30012
Country : US

Note:
The cardholder admitted during an interview with the audit team that she purchased
this gift certificate for herself.

Source: Georgia Perimeter College
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Exhibit 12
Cardholder 4: Gift #3

From: orders@redenvelope.com

t:  Thursday, December 07, 2006 4:05 PM P
e ursasy ecer; ardholder’s E-mai
To: e @gpcedy ——————— Address

Subject: RedEnvelope Order No. B5256932

—_ Give life’s luxuries and holiday joy. »

FedENVELOPE

Dear -f——ﬁfﬁﬁﬁf@o/@*@

Thank you for ordering with RedEnvelope - we appreciate your business. Your order number appears in
the subject line of this email. Since we process your order as quickly as possible, we are unable to
modify or cancel your order once it is received in our system.

You'll receive a second email from us when your order has shipped and a final email when it arrives at
its destination. For your records, we've included a description of your order below. If you would like to
track your order, just click http://www.redenvelope.com/login and enter your email address and
password. You may also track your order by calling Customer Service at 1-877-733-3683.

Order Summary
******************&****************i*****iii* —

Ship To:

Cardholder’s Name
and Work Address

guidance necklace

Qty: 3

Price: $36.00 |
Total: $108.00

wish ornament - silver

Qty: 3

Price: $18.00

Total: $54.00

Pricing Summary
t*i*ii************i**********i*****i*********

Subtotal: $162.00
Sales Tax: $0.00
Shipping: $0.00 ’
Surcharge: $0.00
Order Total: $162.00
Note:

The cardholder admitted during an interview that she purchased these necklaces and
ornaments as Christmas presents for herself and two of her employees.

Source: Georgia Perimeter College
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Improper purchases - are those purchases intended for government use, but not for
a purpose that is permitted by law, regulation, or agency policy.

X A Student Life Director of a Perimeter College campus stated that she gave
Visa debit cards to two employees to pay them for overtime. This practice
appears to violate the Federal Fair Labor Standards Act.

A A Perimeter College cardholder employed in Custodial Operations
purchased a $1,000 gift card from Wal-Mart on 11/15/2006. During the
following two days, the gift card was used to purchase $981 in supplies and
food from Sam’s Club for what appears to be a large party. While this party
could have been for college employees, Perimeter College purchasing card
policies prohibit the purchase of entertainment and food. It is also notable
that the cardholder’s monthly purchasing package only included the receipt
from Wal-Mart where the $1,000 gift card was purchased. It did not include
details of what was purchased with the gift card.
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Appendix:
Miscellaneous Statistics

Distribution of Expenditures by
Merchant/Supplier Category

Trawvel/
Civic/Government  Transportation/
Organizations Lodging

Food/Entertainment

Automotive

Information Dealers/Senices

Technology/
Telecommunication

Retail/Misc. Stores

Contractors/ Senices

Medical
Senices/Supplies

Office Supplies

Professional/
Business Senices

Industrial/Building
Products/Supplies

Note: Based on Jan.1 2007-June 30 2007 Transaction Data
Source: Bank of America
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Top 10 Vendors
Fiscal Year 2007 Purchase Card Transactions

Vendor Total # of Avg
Vendor Description Purchases Transactions = Transaction

Office Depot Office supplies $22,257,897 133,679 $167
Dell Computers Information technology $5,774,370 6,881 $839
WW Grainger Facility supplies $4,125,778 18,442 $224
Fisher Scientific Scientific supplies $3,793,419 16,141 $235
GA Correctional Ind Office items $3,641,431 7,125 $511
CDW Information technology $2,528,611 5,453 $464
VWR Scientific Scientific equipment $2,256,361 15,082 $150
Wal-Mart Discount retailer $2,221,507 31,766 $ 70
Lowe's Building supplies $2,054,895 20,093 $102
The Home Depot Building supplies $1,886,530 17,928 $105

Note: The amounts have been rounded.
Source: Bank of America

Top 10 State Agencies
Fiscal Year 2006 Purchase Card Transactions

Vendor Total Purchases # of Transactions | Avg Transaction
Georgia Tech $42,147,987 146,338 $288
University of Georgia $29,733,744 113,910 $261
Dept. of Corrections $18,101,641 69,387 $261
Dept. of Transportation $15,354,998 89,315 $172
GA State University $10,719,283 44,680 $240
Kennesaw State University $9,179,859 26,520 $346
Medical College of GA $8,588,024 48,747 $176
Dept. Natural Resources $8,232,896 46,274 $178
GA Southern University $6,981,825 30,361 $230
Dept. of Human Resources $5,353,055 24,143 $222

Note: The amounts have been rounded.
Source: Bank of America

Top 10 State Agencies
Fiscal Year 2007 Active Cards

GA Inst. of Technology 2,125
University of Georgia 1,830
Dept. of Transportation 1,156
Dept. of Natural Resources 940
GA State University 887
Dept. of Corrections 796
Medical College of GA 693
GA Southern University 451
GA Bureau of Investigation 435
Kennesaw State University 428
Source: Bank of America
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Entity Responses

In general, the entities that reviewed the report agreed with the recommendations
for internal controls to ensure proper utilization of purchasing cards and to
minimize opportunities for fraud and abuse.

Ga Tech did state that the report, focused on several state agencies, generalizes deficiencies and does
not reflect the full controls picture at Ga Tech.

Inadequate policies and procedures governing the use of p-cards

DOAS ~ The current “Procurement Card Program Guide” maintained on our web does only provide
broad guidance to state agencies. DOAS has drafted a new Purchasing Card Program Policy and a
Purchasing Card Program User and Administrative Guide. Although still in draft form, we believe
these policies and guidelines will be in sufficient detail to lay the necessary foundation for good
business practice and adequate controls when followed by the responsible entity. A focus of these
documents is to clearly delineate requirements for managing such a program. Our plan is to
introduce our revised and comprehensive policies and guidelines sometime this fall and request that
the Department of Audits and Accounts review and comment on the draft documents. We expect to
make those available to you no later then November 1, 2007.

Ga Tech — The Institute will add a matrix of roles and responsibilities in our policy revisions to
better assist unit heads in determining appropriate oversight individuals.

Inadequate training provided to users of the p-card

DOAS ~ The Professional Development unit of the State Purchasing Division will assist in the
development and delivery of training opportunities for cardholders to ensure Program
understanding. The in-depth subject matter will address cardholder responsibilities, compliance
issues, and accountability.

DPS ~ The Department provides formal training to all supervisors which includes p-card users and
approving officials. However, since the Department’s cards are issued to a location at this time
instead of a distinct person, the Department recognizes the need to revise the training and issuance of
cards.

Forestry Commission — We acknowledge that this is an issue that needs to be addressed and steps
will be taken to address the training needs of all users by the end of the 3" quarter of fiscal year 2008
and will provide refresher training as needed on a quarterly basis. These training requirements will
be added to our purchasing card policy,

Georgia Perimeter College — The corrective actions include implementation of formal training for
cardholders. The new training program will include mandatory face-to-face training for all
cardholders; p-cards will not be issued until training is complete. Annual refresher training for
cardholders will be included in the new program. All current cardholders will be required to attend
this training.
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Ga Tech — To enhance our training Georgia Tech will add the requirement of “recertification” of p-
card holders annually. Users will lose cardholder privileges if not recertified within 45 days of the
anniversary of card issuance.

Inadequate training of p-card approving officials

DOAS - The Professional Development unit of the State Purchasing Division (SPD) will assist in
the development and delivery of training opportunities for Purchasing Card Program
Administrators/Coordinators and authorities to ensure Program understanding. We will launch
phase I of this training program in November, 2007. Additional attention will be given to ensuring
that management authorities understand the purpose and requirements of a p-card program.

Forestry Commission — We acknowledge that this is an agency issue that needs to be addressed and
steps will be taken to address the training needs of all approving officials. These training
requirements will be added to our Purchasing Card Policy.

Georgia Perimeter College — Approving officials will be required to attend specialized training.

Ga Tech — Training is required to be a p-card approver. In the first bullet under this observation, the
p-card coordinator was trained but through negligence had not appropriately accomplished the
duties assigned, and as a consequence, is no longer employed by the Institute. However, The Institute
will enhance our p-card coordinator training with an awareness and education campaign.

P-cards issued to persons with little or no need for the cards

DOAS - In our draft policy, entities are responsible for selecting quality cardholders with a defined
need for using a purchasing card. In addition, the need and usage will be routinely reviewed by SPD.

DPS — The Department has recently changed its review of p-cards to an electronic system noted in
the draft audit as “Works”. This has allowed the Department to have better oversight of the use of the
cards. This new oversight combined with the new issuance of cards directly to card users will allow
the Department to provide the proper oversight on the issuance of p-cards as recommended in the
audit for all agencies.

DHR - In'many areas of DHR which operate critical programs, primary and secondary cardholders
are both designated. In many of those cases, the secondary cardholder may have little or no usage of
their card, but the risk of being unprepared to make necessary purchases is unacceptable. By October
15, 2007, we have committed to requiring the Divisions/Offices with seldom or unused cards to
justify the needs for those cards in writing or to return the cards.

Forestry Commission — The agency concurs that this is an issue and has already identified card
holders that will be deactivated because of infrequent usage. Preliminary numbers are that 30 cards
will be cancelled.

Georgia Perimeter College — Formerly, Georgia Perimeter College issued a purchasing card to any
employee whose Department/Budget Manager authorized the request. Starting immediately, GPC
will be selective in issuing cards. Every request for a purchasing card will be reviewed prior to and
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dfter issuance to determine the need for a card. The Director of College Services has identified 30
cards with little or no activity; these cards will be cancelled.

Ga Tech — This finding appears based on a perspective that entitlement to possession of a p-card is
based solely on the volume of expenditures for the organization. P-cards are often issued based on the
business and funding needs to facilitate appropriate cost attribution. Georgia Tech does agree that it
is always a good practice to review the business need of a p-card holder; therefore, we are in the
process of reviewing who cards are issued to and the continuing business need for that person to have
ap-card.

P-cards not issued to/used by specific individuals

DOAS - Our draft Policy states purchasing cards are only issued to state employees only. Cards
may not be issued to “departments, divisions, colleges or units without prior written approval from
the entities management and approval by the State Purchasing Card Program Manager.”

DPS - In the near future, the Department intends to change its issuance policy and issue cards
directly to the individuals which most utilize the card on a daily basis.

DHR - The individuals letting others use their p-card will be written a letter of reprimand from the
DHR Purchasing Manager. It will state that any further occurrence will result in their card being
suspended.

Ga Tech — At Georgia Tech all p-cards are issued to individuals and the use of the card as a
“departmental” or checkout card is prohibited. We realize that in an organization with thousands of
p-card users some occasional “sharing”, while not condoned, may happen. When the Institute
observes this behavior we do take action to reiterate the policy and accepted use practices of the p-
card. If non-compliance to policy continues, the card is revoked.

P-card approving officials have an excessive number of p-cards to review

DOAS - Due to the inability to apply equal number of transactions, dollar volume and identical job
responsibilities to those participating, we are unable to mandate a specific number of cardholders to
approvers. Just as DOAS can’t dictate to agencies their span of management for agency managers,
neither can we dictate the number of p-cards an approving manager should be managing. We can,
however, recommend best practices and actively encourage state entities to review responsibilities
assigned on an annual basis to ensure adequate resources are used.

Forestry Commission — We do not recognize this as a problem as present supervisors can adequately
review and audit all purchases made by the personnel under their supervision with available
administrative assistance. Usage rates per individual card holder are not great and therefore the
number of purchases that must be reviewed are reasonable. In addition, there are supervisory
personnel limitations and constraints that have to be considered.

Inappropriate persons designated as p-card approving officials

DOAS — Our draft policy states that no cardholder shall be his or her own reviewer/approver.
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Sufficient internal controls must be established and implemented to ensure that a knowledgeable
individual such as a direct supervisor or delegated authority reviews the statement, receipts and
reconciliation documents.

DPS - In the future, the administrative staff or other distinct employee as appropriate will be the
direct cardholder and the Post Commander or Supervisor of the location will be the p-card
approving official. This change will provide for the knowledge of daily expenditures that is
recommended in the audit.

Georgia Perimeter College — No cardholder will be responsible for approving his or her own
purchases. A matrix of purchasing card approving officials has been developed; it reflects authorized
individuals that are in a position of authority over the cardholder.

Poor record-keeping of property purchased with p-cards

DOAS ~ Our policy states that controlled property is required to be recorded in capital asset
inventories. We define controlled property or non-consumable property as single items costing more
than $1,000 for state agencies and $3,000 for colleges and universities. Additionally, we state
property that is valued less than controlled property but is easily stolen, such as laptop computers
and digital cameras, should be included in property records to ensure financial control over these
assets and to deter theft or improper use of government property.

DHR - Although DHR policies prohibit p-cards from being used to purchase equipment costing
more then $1,000, a $1,700 china cabinet and other furniture items were purchased with a p-card for
use ina DHR group home. We have identified the items that were purchased for that facility and have
requested the information needed to add the items to our inventory. We agree that the purchase may
have been excessive. It appears that the person who made the purchases exercised flawed judgment
related to quality needs versus cost decisions in this case. We are currently researching this incident
and will determine if disciplinary action or retraining of staff are needed.

Ga Tech - It is important to recognize that the State audit did not evaluate the inventory controls of
any unit. The Institute recognizes that the cost of detailed record keeping for items purchased on a p-
card or by any process must be cost beneficial compared to the value of the item. At the same time we
recognize the “desirable” nature of items such as cameras, notebook computers, etc. GT policy will be
revised to better emphasize that units are to maintain proper management oversight of such items.

Lack of documentation/inadequate documentation of purchases

DOAS ~ In our draft policy and in our training, we state each entity is required to establish
reconciliation procedures to include adequate review and approval and appropriate record retention.

Georgia Perimeter College — Original receipts are required for all purchases. These receipts must be
reviewed by the cardholder’s approver. Failure to send receipts for one month will result in the p-card
account being suspended until all receipts are delivered to Logistical Services, and the account is
properly reconciled. We have resolved the lack of documentation associated with gift cards by
strictly prohibiting the purchase of gift cards for any reason, from any fund code, and/or by any
method of payment.
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Ga Tech — The Institute’s senior financial leadership has begun the development of a compliance
system to report timely reconciliation that will result in positive action. The implementation of this
systemwill allow a card to be suspended within 45 days if proper reconciliation is not performed or if
accountable documentation is unavailable.

Inadequate supervisory review of purchases

DOAS — In our draft policy and in our training, we state that appropriate review of purchases and
the review process must include matching receipts to transactions and identifying the purpose of the
charges.

DHR - Our policy is being reviewed and rewritten to incorporate a new section stressing approver’s
responsibilities. We are having each cardholder fill out a new card application which will include the
approving authority name as well as a sample signature. A database will be maintained and, as part
of the payment process, this information will be audited. We will notify all approving authorities of
the appropriate procedures by no later than October 15, 2007.

Georgia Perimeter College — Some of the most significant changes to the Purchasing Card Manual
include: (1) closer management review and accountability for all purchases, and (2) mandatory
departmental reporting requirements. Original receipts, reviewed and signed by the Group Owner,
will be required for purchases.

Ga Tech — The Institute is exploring the operational and financial overhead consequences of
changing from a negative confirmation to a positive confirmation control system. Currently, if no
action is taken (approval) a charge will pass through the Bank of America system and posts to our
general ledger. A positive confirmation system could automatically stop card usage if positive
confirmation is not received within a specified time frame set by the Institute.

Fraudulent Purchases

Cardholder 1 (Ga Tech) — The State’s audit identified a specific situation in which an individual,
with criminal intent, had devised methods to take advantage of a human element in the control
structure. Neither the individual who committed the malfeasance nor the individual who provided
oversight are still employed at the Institute. Other staff and faculty members have received
disciplinary action as appropriate.

Cardholder 2 (Georgia Perimeter College) — This employee was placed on administrative leave
during the investigations and subsequently resigned from the College in June 2007.

Cardholder 3 (Georgia Perimeter College) — This employee was serving in an interim position and
was placed on administrative leave during the investigations. The employee was reassigned to a
different position and has returned to work. This employee is not eligible for a purchasing card at
GPC.

Cardholder 4 (Georgia Perimeter College) — This individual was placed on administrative leave
during the investigation. She ultimately resigned from the College in June, 2007.
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Improper Purchases

Georgia Perimeter College — The Director of Student Life that purchased gift cards for overtime was
placed on administrative leave during the investigation. In an interview she admitted to instructing
her employees not to add overtime hours to their timesheets because of overtime budget constraints;
instead she bought gift cards “in appreciation” when events lasted longer than normal work hours.
This employee resigned August 2007.

The Custodial Operations purchase for $1,000 made via the p-card was for an institutional
departmental function. The charge has been corrected and moved to the Foundation Account.



For additional information or for copies of this report call 404-657-5220 or see our website:
http://www.audits.state.ga.us/internet/pao/rpt_main.html




